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Microsoft SCW (Security Configuration Wizard)
About the SCW

SCW disables unnecessary services and provides Windows Firewall with Advanced
Security support

Removes unused firewall rules based on Server Roles

SCW enables those services that are necessary for the server, based on the roles
that you select on the Select Server Roles page

The following procedure will lock down the Server 2008 system completely, I'm calling
this tool the secret weapon for this contest. It’s going to disable un-necessary services,
& lock down the whole environment.

To launch the SCW type scw at an Administrator Command Prompt
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Microsoft Windows [Uersion 6.1.76811
Copyright <c> 2009 Microsoft Corporation. All rights reserved.

CisllserssAdministratoriscu

CisllserssAdministrator?

Security Configuration Wizard

Welcome to the Security Configuration
Wizard

This wizard helps wou create a security palicy that wou can apply bo any
server on your network, The security policy configures services and
network security based on the server's role, as well as configures auditing
and reqistry setkings,

_!':-l This wizard detects the inbound ports that are listened to by this
server, Before continuing, make sure that all applications that use
inbound parks are running.

This wizard does not install components or set up a server to perform
specific roles, To do this, run the Server Manager.

To conkinue, click Mext,

Learn more about Security Configuration Wizard,

Select Next. Create a new security policy, Next
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Security Configuration Wizard

Select Server Ij‘l

The configuration of the server wou select will be used as a baseling For this security policy, ! )

Select & server o use as a baseling For this security policy, You can apply this policy to the selected
server of ko any other server with a similar configuration.

Server (use DNT name, NetBIOS name, or IP address);

| LOCALHOST| Browse, ., |

_'i'},, You must have administrator privileges on the selected server. IF wour current user accounkt
does nok have administrator privileges on the selecked server, click Specify User Account
Below,

Specify User Account, ..

Learn more about selecting and configuring groups of servers,

+ Back I Mext = I Cancel

Enter hostname or LOCALHOST (to identify the computers’ hosthame, you can type
hostname at an Administrator Command Prompt), Next

Processing Complete, Next
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Security Configuration Wizard

Role-Based Service Configuration

IR

-

IJse this section to configure services based on the selecked server’s roles
and other Features, These roles and other features are also used to
determine settings in other sections,

ﬁ answering these questions incorrectly might disable desired
functionality or enable undesired Functionality, Before proceeding,
make sure that wou have thorough knowledge of the roles and other
features performed by this server,

Learn more about configuring services based on roles,

< Back

Cancel |

Next
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Security Configuration Wizard

Select Server Roles

These server roles are used to enable services and open porks, A server can perform mulkiple i! 0
roles,

Wiew: iInstaIIed roles _ll

Select the server roles that the selected server performs:

[ Distribubed Transactions -]
[~ [# File Server

[T [ Microsoft iSCSI Initiator Service

I~ [ Middle-tier application Server (COM+/DTC)
I~ [+ Print Server

[T [» Remake COM+

¥ [ Remate SCW Configuration and analysis
[T [+ shadow Copies of Shared Folders

I [# SWNMP Trap Server

¥ [ Yolume Shadow Copy

[T [ “Windows Event Collectar Service :.I

Learn mare abouk server roles,

< Back I Mext = I Cancel

Uncheck all, except for ‘Volume Shadow Copy’, Next

Installed Features
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Security Configuration Wizard

Select Client Features i‘

Servers also act as clients, These client features are used ko enable services, & server can
support mulkiple client Features,

Wi IInstaIIeu:I features j

select the client features that the selected server performs:

;[ Background Intelligent Transfer Service (BITS) -
DS Client
DMS Mulkicast Clienk

Domain Member

=W W

T

Link-Layer Topolagy Discovery Mapper
Microsoft Metworking Client
Metwork Access Prokection Agent

'\:'T

Metwork Discovery

-

PnP-» IPF Bus Enumerakor
Prink
Femate Access Client _ﬂ

=

£

0 0 e
i

=

Learn more about client features,

+ Back I Mext = I Cancel |

Uncheck all boxes except for Background Intelligent Transfer Service (BITS), DNS Client,
Microsoft Networking Client, Time Synchronization, & Windows Update. Next
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Security Configuration Wizard

Select Administration and Other Options !;‘
These administration and other options are used to enable services and open ports, nl
A EE
Mg iInstaIIed options j

Select the options used ko administrate the selected server;

i [ Application Experience Lookup Service -
» Background Inteligent Transfer Service (BITS) Peer Caching

» Browse Master

Diagnostic Policy Service

# Distribuked Link Tracking Client

» Emergency Managerment Services

Errar reparting

# Interactive Services Detection

Internet Connection Sharing (ICS)

[# IPsec Palicy Agent
[ [» Eev Managemert Service :_I

Learn more about administration options,

+ Back l Mexk = I Zancel |

Make sure all boxes are unchecked except for Remote Desktop, if you are using Remote
Desktop to connect to this system.

Important: If you are connecting to the system via VirtualBox or the VMware Player, you
can also uncheck the box for Remote Desktop. Next
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Additional services

Security Configuration Wizard

Select additional Services I;‘
There are services installed on the selected server that were Found while processing the ! | g‘\
security configuration database, i ;g:l

Select the additional services that the selected server requires;

] [+ adobe Acrobat Update Service -
W [ Application Identity
¥ [+ Credertial Manager

¥ [ Diagnostics Tracking Service

¥ [ Disk Defragmenter

¥ [ Encrypting File System (EFS)

¥ [ Internet Explorer ETW Callector Service

¥ [# Microsaft SharePaoint Warkspace Audit Service

¥ [» Office Source Engine —
¥ [+ Office Software Protection Platfarm

¥ [ Performance Counter DLL Hosk

7 [} Power | j

Learn mare abouk additional services.

< Back I Mexk = I Cancel

Leave these boxes checked, Next
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Security Configuration Wizard

Handling Unspecified Services E‘
Unspecified services are services that are not installed on the selected server and not listed in B 0N
the security configuration database, 58

This security policy might be applied to servers with services not specified by the policy, When an
unspecified service is found, perform the Following action:

' Do not change the startup mode of the service

™ Dizable the service

Learn mare about unspecified services,

< Back I Mext = I Cancel J

Leave the defaults, Next
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Security Configuration Wizard

Confirm Service Changes

Before conkinuing, confirm that the service changes resulting from wour role and other feature = Y
selections are correct, [ il

LICH | hanged services

If applied to the selected server, this security policy would use the Following service configuration:

Service | Current Startup Mode I Palicy Startup Mode I Ized By -
Applicakion Experience Manual Dizabled Application Experience =
Application Laver Gateway 5...  Manual Disabled Internet Conneckion Sk
Application Management ranual Disabled Application installation |
AudicEndpointEuilder rManual Disabled Windows Audio

Audiosry ranual Disabled Windows Audio
Background Inteligent Transf... Manual Automatic Background Inteligent
Cettificate Propagation Manual Automatic Smart Card =
- . : o o . _*_I‘I

;f:.’ To undo arey of the above changes, go back to the previous pages and change the selection listed in the
lJzed By column,

Learn maore about confirming service changes,

= Back I Plexk = I Cancel

Next

Page | 10

Page 10 of 24



Network Security

Security Configuration Yizard

Network Security

< ' Use this section to configure rules For Windows Firewall with Advanced
Security based on the roles and administrative options wou selected.
a

ﬁ Answering these questions incorrectly might prevent the selecked server
from communicating with other computers,

U

[T Skip this section
If vwou skip this section, this security policy will nok contain Firewall
setkings.

Learn mare abouk nebwaork security and managing netbwork, securky risk wikh
S,

< Back I Mexk = I Cancel

Next
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Security Configuration Wizard
-
Metwork Security Rules i"'
This page lists Windows Firewall rules that are needed For the roles and other options wou have 0N
selected, Selected rules are enabled; rules that are not selected are disabled. _E;

=
=
z

Al Rules

Zore Metworking - Destination Unreachable (ICRMPwE-In) -
Core Metworking - Destination Unreachable Fragmentation Meeded (TCMPw4-In)

Core Mekwarking - DMS (UDP-Cut)

ore Metworking - Dynamic Host Configuration Protocol (DHCP-In)

O

5=

o

Core Metwaorking - Dyvnamic Host Configuration Protocol (DHCP-O0E)

Core Metworking - Internet Group Management Protocol (IGMP-In)

Core Metworking - Internet Group Management Protocal (IGMP-CUE)

Core Mebworking - IPHTTPS (TCP-In)

Zore Metworking - IPHTTPS (TCP-Out) Ll

TV

LR R RC U U B B e

o

Add. ., | Edlt, Remove

Learn mare about viewing and manadging rules,

< Back I Mext = I Cancel

Leave all boxes checked, Next

Registry Settings
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Security Configuration Wizard b

Registry Settings

Idse this section to configure protocols used to communicate with other
computers, When configured to communicate with computers running
earlier versions of Windows, these protocols are vulnerable to exploits
such as passwiord cracking and man-in-the-middle attacks,

AT
p

5

I

_!_'3 Answering these questions incorrectly might prevent computers
running earlier versions of Windows from communicating with the
selected server, IF wou do nok know the characteristics of the
computers that are communicating with the selected server, wou
should skip this section,

[ Skip this section
If wou skip this section, this security policy will nok configure registry
sektings.

Learn more about registry settings.

« Back I Mexk = I Cancel

Next

Require SMB Security Signatures
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Security Configuration Wizard

Require SMB Security Signatures =

The Follawing information determines whether Server Message Block (SME) security signatures =
are enabled or required. =

The selected server has the following attributes;

¥ &l computers that connect Eo it satisfy the Following minimumn operating system requirements:

+ Windows MNT 4.0 Service Pack 6a or later

* Windows 95 with the Directory Services Client Pack installed
* ‘Windows 95 or Windows Millennium Edition
+ ‘Windows CE JMET 4.2 {for example Windows Mobile 2003 Second Edition) or later

¥ 1t has surplus processor capacity that can be used o sign file and prink traffic

This option digitally signs all file and prink traffic, This signing is processor inkensive, sa it is
recommended only if the server does not normally exceed 70% processor utilization,

These settings affect the ReguireSecuritySignature value in
HELMISyskemiCurrentCantralSet] Servicesi LanManserveri Parameter s,

Learn mare about SME security signatures,

= Back I Plext = I Cancel I

Leave both boxes checked, Next

Outbound authentication methods
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Security Configuration Wizard

]
Outbound Authentication Methods ;‘

The Fallowing infarmation is used to determine the LAN Manager authentication level used when & 1y
making outbound connections, 1)

Select the methads the selected server uses to authenticate with remoke computers:

™ Domain Accounts
I Local &ccounts onthe remaote computers

[ File sharing passwords on Windows 95, Windows 98, or Windows Milennium Edition

These settings affect the Imcompatibilitylesel value in
HELMISwskemiCurrentControlSetiCantraliLSa,

Learn maore about outbound authentication methods,

« Back I Mexk = I Cancel

Check the box for Local Accounts on remote computers, Next
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Security Configuration Wizard

Outbound Authentication using Local Accounts ]‘
The Fallowing infarmation is used to determing the LAN Manager authentication level used when | Al
rnaking outbound connections. = 8

All computers that the selected server connects to using local accounts have the Following
attributes:

v Windows MT 4.0 Service Pack 6a or later operating systems

[T Clocks that are synchronized with the selected server's clock

Computers running YWindows 2000 Service Pack 4 or earlier must have clocks within 30 minutes of
the selected server’s clock, Compukers running Windows P musk have clocks within 36 hours af
the selected server’s clock,

These settings affect the Imcompatibilitylesel value in
HELM SyskemiCurrentControlSetCantraliLSa,

Learn mare about authenticating using local accounts.

+ Back I Mext = I Cancel I

Leave the Windows NT 4.0 Service Pack 6a or later operating systems checked, Next
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Security Configuration Wizard

Registry Settings Summary
Before conkinuing, confirm that wour registry settings are correct,

If applied to the selected server, this security policy would use the Follawing registry settings:

Setting I Fegistry Walue I Current Diaka I Policy Data

LAMN Manager authentication  Imcompatibilitylesel Mot Defined Send NTLMv] response
Reqguire LGP Signing |dapserverintegrity Mot Defined Mot Defined

Require SMB Security Signat,.. requiresecuribysignature  Disabled Enabled

| | il

i'».. To change ary of the above settings, go back ko the previous pages in this section and change the
selections that determined the setting.

Learn more about confirming reqgiskry sethings,

« Back I Mext = I Cancel

Next

Audit Policy
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Security. Configuration Wizard

Audit Policy

IJse this section ko configure auditing based onwour auditing objectives,
The auditing policy determines the success and Failure events that are
lngoed as well as the file syskem objecks that are audiked. Auditing File
system objects can degrade syskem performance and can result in a
large number of events generated.

Al ¢
-

L\t Warning: Any syskem access contral lisks (SACLS) specified in this
section and applied via the resultant policy cannot be removed using
S rollback,

[ skip this section
If waou skip this seckion, this security palicy will nok confiqure auditing,

Learn mare abouk audit policy

< Back I Mexk = l Cancel

Next

System Audit Policy
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Security Configuration Wizard

System Audit Policy :a‘
Cetermine an audit policy based on wour auditing objectives. ‘! F;"I
| 1 ':I'F]
A

Seleck vour auditing objective:

{~ Do not audit
This option does not perform any auditing.,

™ audit successiul ackivities

This optian audits successful changes o system and configuration files, allawing you ko
reconskruct events after the Fact to determine who changed system or configuration files. Ik will
deqrade systen performance slighth,

' Audit successful and unsuccesskul ackivities!

This option audits both successful changes and Failed atkempts to system and configuration Files,
allawing wou ko determine wha changed swstemn or configuration files, as well as detect attempts
ko make unauthorized changes. It will degrade system performance more than auditing jusk
successiul ackivities,

Learn more about auditing policy,

= Back I Blext = I Cancel

Select Audit successful and unsuccessful activities, Next

Audit Policy Summary
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Security Configuration Yizard

Audit Policy Summary

Before continuing, confirm that wour auditing selections are carrect,

If applied to the selecked server, this security policy would use the Following auditing configuration:

Account Management
Directory Service Access
Logon Events

Chiject Access

Palicy Change

Priviege Use

4

Mot audited
Mot audited
Mot audited
Mot audited
Mot audited
Mot audited

, Failure
Success, Failure
Success, Failure
Success, fFailure
Success, Failure
Success, fFailure

Mot audited __I:'I
| »

inarder to audit access of the file svstem

Learn mare about confirming auditing changes,

_5 Once applied, these SCWaAudit.inf SACLs cannok be removed using the SCW rollback: action.

V¥ Also include the SCWaLdit.inf security template, SCWaudit.inf sets System Access Corkrol Lists {SACLS)

Next. Save Security Policy. Next

Security Policy File Name
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Security. Configuration Wizard

Security Policy File Mame “
The security policy File will be saved with the name and description that wvou provide, |!

Security policy file name (a ' xml’ file extension will be appended if not provided);

I Cywindows\securityimsscw Policies) SecPal 1] Browse, ., |

Cescription fopkional)

=

Wiew Security Paolicy Include Security Templates. .,

Learn mare about saving securiby policies,

< Back I Mexk = l Cancel

Enter a name (I entered SecPoll), Next
Apply Now, Next

It always seems to end with an Unspecified error
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Security Configuration Wizard Ed |

Cannot Apply Security Policy

The Security Configuration Wizard cannotb conkinue because the security
policy could not be applied to the selected server,

Problem: Unspecified error

Wiew Log File

To close this wizard, click Finish.

= Back Finish Zaricel

Finish

On review, it seems that the SCW worked, just ignore the error notice
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Security Configuration Wizard

I‘
Apply Security Policy i;‘
You can apply the security policy o the selected server now or later, ! E
| { E'u!
" apply later

Riun this wizard again to apply this security policy at a laker time,

wWehien wiou click exk, the wizard applies this security policy to the selected server,

Learn mare about-applving securiby policies.

< Back I Mext = I Cancel

Change to Apply now. Next
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E. scw viewer =] E3
Fil= Help
B
Security Configuration Wizard Log
Type Time HRESULT Message System Error Message
@ 1/9/2018 1:18:38 PM 0 Starting engine operation: Configure
@ 1/9/2018 1:18:38 PM 0 \Tvﬂ#dsfﬁzggcﬂ?iltiﬁrﬁs&\}v‘\Logs\Policy.me
= Extension NameMicrosoft.0S5.SCETemplates
| @ 1/9/2018 1:18:38PM 0 Configuration startad
@ 1/9/2018 1:19:36 PM 0 Configuration ended
.‘V Extension NameMicrosoft.05.Services
@ 1/9/2018 1:19:36 PM 0 Configuration startad
€ 1/9/20181:20:10 PM 0x80070005 E\[r°£°°”ﬂg”ri”9 c:\ . . Access is denied.
indows\security\msscw\ConfigureFiles\Services.inf
. @ 1/9/2018 1:20:10 PM 0x80070005 Configuration ended Access is denied.
€  1/9/20181:20:10 PM 0x80070005 E?C"r'g:;f‘t’?or"s?&fvgzge”“°” processing: Access is denied.
| Extension NameMicrosoft.0S.Networking.Firewall
@ 1/9/2018 1:20:10 PM 0 Configuration started
. @ 1/9/2018 1:20:10PM 0 Succeeded to parse the XML security policy
. @ 1/6/2018 1:20:11 PM 0 \S.Vuiﬁc&e‘fﬁs?:itrgﬁanﬁoroe the security policy to the
@ 1/9/2018 1:20:11 PM 0 Configuration ended
.V Extension NameMicrosoft.0 S.Registry.Values
@ 1/9/2018 1:20:11 PM 0 Configuration startad
@ 1/9/2018 1:20:11 PM 0 Configuration ended
%  Extension NameMicrosoft.0 5. Audit
| @ 1/9/2018 1:20:11 PM 0 Configuration startad
@ 1/9/2018 1:20:11 PM 0 Configuration ended
Dione _/I,
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